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Introduction to 1Z0-160 Exam on Oracle 

Database Cloud Service 
You can use this exam guide to collect all the information about Oracle Database Cloud 

Service (1Z0-160) certification. The Oracle 1Z0-160 certification is mainly targeted to 

those candidates who has some experience or exposure of Platform as a Service (PaaS) 

and want to flourish their career with Oracle Database Cloud Service Operations Certified 

Associate (OCA) credential. The Oracle Database Cloud Service certification exam 

validates your understanding of the Platform as a Service (PaaS) technology and sets the 

stage for your future progression. Your preparation plan for Oracle 1Z0-160 Certification 

exam should include hands-on practice or on-the-job experience performing the tasks 

described in following Certification Exam Topics table. 

Oracle 1Z0-160 Certification Details: 
 

Exam Name Oracle Database Cloud Service 

Exam Code 1Z0-160 

Exam Product Version Oracle Database as a Service Cloud v 12.1.0.3 

Exam Price 
USD $245 (Pricing may vary by country or by localized 

currency) 

Duration 120 minutes 

Number of Questions 70 

Passing Score 63% 

Validated Against 
Exam has been validated against Oracle Database as a 

Service Cloud v 12.1.0.3 

Format Multiple Choice 

Recommended Training 
Database Cloud Channel 

Oracle Database Cloud for Oracle DBAs Ed 1 

Schedule Exam Pearson VUE - Oracle 

Recommended Practice 1Z0-160 Online Practice Exam 

 

http://education.oracle.com/pls/web_prod-plq-dad/db_pages.getpage?page_id=904&get_params=cloudId:384,channelId:3542
http://education.oracle.com/pls/web_prod-plq-dad/db_pages.getpage?page_id=609&get_params=dc:D96069,clang:EN
http://www.pearsonvue.com/oracle/exams/
http://www.oraclestudy.com/1z0-160-oracle-database-cloud-service
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Oracle 1Z0-160 Exam Syllabus: 
 

 

Getting Started with DBaaS 

- Identify how to request and activate a trial subscription 

to an Oracle Cloud service 
- Differentiate between  Oracle Database Cloud Services 

(Schema and DBaaS) 
- Recognize the difference between a DBaaS Instance and 
a Database Instance 

- Identify the steps, in order, for creating a DBaaS 
instance 
- Identify the two service levels provided by DBaaS 

- Identify the Oracle Cloud Service storage volumes and 
where they are allocated, when a DBaaS instance is 
created 

- ODB Software release: Decide which version to use, and 
which versions will NOT let you migrate to the Cloud 
- Identify the correct choice of which Oracle Database 

edition: Standard Edition One, Standard edition, 
Enterprise Edition, Express Edition, Personal Edition 

DBaaS Administration: 
Admin DB Cloud Service 
Instances (tdbcs01) 

- Navigate with My Services Dashboard 
- Navigate with Database Cloud Console 

- Administer users/privileges needs for the Oracle 
Database Cloud instance 
- Administer storage/disks requirements of the Oracle 

Database Cloud instance 
- Patch your DBaaS instance 
- Configure network groups 

- Differentiate between oracle and OPC users 
- Configure connections to a VM through Secure Shell 
(SSH) 

- Configure SSH for Unix/Linux users 
- Enable access to a port in a VM 
- Use the default backup configuration 

- Customize backups 
- Use the bkup_api system utility to create an on-demand 
backup 

- Use the Cloud Service utility, dbaascli 
- Perform on-demand backups 
- Perform recovery from the latest backup 

- Use DBA Tools to 
configure an Xserver/Xterminal connection 
- Access the On-Instance Monitor  to monitor the Oracle 

Database Cloud Service instances 
- Display VM resource usage and Oracle Database status 
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Migrating to DBaaS 

- Describe the purpose of migrating on-premise databases 

to the cloud 
- Describe the supported Oracle database version and 

release migration compatibilities between the on-premise 
database and the pre-created DBaaS database 
- Describe the migration methods 

- Choose a Method for migration 
- Consider specific configurations 

DBaaS Security 

- Network level security 

- User authentication and roles 
- Configure network settings through Oracle Compute 

Cloud Service 
- Explain the role of Network groups and instances 
- Create network groups and IP lists 

- Apply Access rules   
- Generate a Secure Shell (SSH) Public/Private key pair 
- Create an SSH tunnel to a port in the virtual machine 

(VM) 
- Enable access to a port in the VM 
- Define a custom host name or domain name for a DBaaS 

Instance 
- Connect remotely to the DBaaS database using SQL*Net 
- Manage user access to Cloud services and in DBaaS 

database 
- Administer Oracle REST (Representational State 
Transfer) Data Services (ORDS) 

- Enable access to Oracle Application Express (APEX) 
- Enable access to Cloud Database Monitor 

Performance and Scaling 

- Identify Scaling issues 
- Identify how to Avoid Scaling Operations 

- Identify When to Scale 
- Identify how to Scale a DBaaS Instance 

 

1Z0-160 Sample Questions: 
01. How do you access "none default ports" on your DBaaS VM server? 

  
a) Review a file called portlist.ini in your installation directory to acquire the list of 
"none default ports" that are assigned to your VM server. 

b) You file a service request with your DBaaS support team to have the "none default 
ports" opened for use. 
c) You create an SSH tunnel to the "none default port". 

d) All communication to DBaaS services must be configured only by using the default 
ports that are assigned to your VM server during the installation of your DBaaS 
instances. 

  



 
 

  1Z0-160 Sample Questions and Exam Summary 
____________________________________________________________________________________ 

____________________________________________________________________________________ 
1Z0-160 - Oracle Database Cloud Service  pg. 5 
 

02. How would you stop Oracle REST Data Services (ORDS)? 
  
a) Disable the APEX application in the Oracle GlassFish Server Administration Console. 

b) Use the listener control tool (lsnrctl). 
c) Stop the APEX resource in Enterprise Manager. 

d) Use the ords_stop command. 
  
03. There are two ways to enable a port to a Database as a Service (DBaaS) 

instance. The first requires access to the Compute Cloud Service Console to 
open the ports to a set of IP addresses. The second is to create a tunnel for 
port forwarding by using SSH. Which statement is true about port forwarding 

by using SSH? 
  
a) The SSH tunneling the configured SSH process must be running on the consumer 

side of the tunnel. 
b) The SSH tunneling the configured SSH process must be running on the instance side 
of the tunnel. 

c) The SSH tunneling to access the DBaaS instance database via SQL Developer or SQL 
*Plus must be configured to port 1522. 
d) The SSH tunneling to access the DBaaS instance database via APEX must be 

configured to port 8080. 
  
04. Which statement is true about the Database as a Service (DBaaS) 

instances and Database instances in Oracle Public Cloud? 
  
a) An Oracle database instance can support only one DBaaS instance. 

b) A DBaaS instance can support only one Oracle database instance. 
c) An Oracle database instance can support multiple DBaaS instances. 
d) A DBaaS instance runs in a pluggable database (PDB), which is contained in a 

multitenant container database (CDB). 
e) A DBaaS instance can support multiple Oracle database instances. 
  

05. Which two must be true when you migrate an Oracle Database 
12.1.0.2 non-CDB to a database that is running in a Database as a Service 
(DBaaS) instance on Oracle Cloud by using the Remote Cloning method? 

  
a) The non-CDB may be opened in READ WRITE mode as long as ARCHIVELOG is 
enabled. 

b) The database link owner must have the CREATE PDB system privilege. 
c) The source platform must have the same endian format. 
d) The non-CDB must be in archive log mode. 

e) The non-CDB must be opened in READ ONLY mode. 
f) The database link owner must have the CREATE PLUGGABLE DB system privilege. 
  

06. With Oracle Database Cloud Service as the subscription type, you must 
configure a database for Backup and Recovery. Which two options do you have 

to back up your database instance? 
  
a) No backups required. You are responsible for configuring the database backups. 

b) Backup to cloud storage and VM block storage. Ten days worth of backups are kept, 
with five most recent days worth of backups available directly on VM block storage. 
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c) Backup to Oracle Cloud Service storage volumes that is equal to five times the value 
that was provided in Usable Data Storage when the instance was created. 
d) Backup to cloud storage and VM block storage. Fourteen days worth of 

backups are kept, with seven most recent days worth of backups available directly on 
VM block storage. 

  
07. You are migrating an Oracle Database 11.2.0.4 on-premise database to an 
Oracle Database Cloud Service (Database as a Service) that provides a pre-

created Oracle Database 12.1.0.2 database. What four migration methods 
can be used? 
  

a) conventional export/import 
b) Transportable Tablespace (TTS) with RMAN conversion 
c) Transportable Tablespace (TTS) by using Oracle Data Pump 

d) SQL *Loader 
e) RMAN image restore 
f) Data Pump Transportable Database (TDB) export/import 

  
08. You created your Database as a Service (DBaaS) database instance. 
Predefined network access rules are also created. Which two predefined 

network access rules are created when you created the DBaaS database 
instance? 
  

a) Theora_p2_sshaccess rule for the public-internet network group is created to 
communicate with the ora_db predefined network group over SSH. 
b) The ora_db_public access rules to manage database access through the default port 

1521 and the ora_db_admin access rules for SSH connection via SQL *Net through port 
5500 are created. 
c) The ora_access dbaccess rule for SSH connection via PuTTY is created to configure 

network rules and ora_access_console for HTIPS access to Oracle Cloud Services 
Console. 
d) No access rules are created by default and users must manually configure all access 

rules. 
e) Theora_p2_dblisteneraccess rule for the public-internet network group (any host on 
the Internet) is created to communicate with the ora_db predefined network group over 

SQL *Net. 
  
09. You want to apply a patch to your Oracle Database Cloud - Database as a 

Service. What command will you execute to patch your database instance? 
  
a) dbaascli dbpatchm --run -config 

b) dbaascli dbpatchm --run -setup 
c) dbaascli dbpatchm --run-apply 
d) dbaascli dbpatchm --run -patch 

  
10. You want to use traditional GUI tools on a Database as a Service (DBaaS) 

instance. You have configured PuTTY and SSH sessions. What two things 
would you need to configure? 
  

a) X server program 
b) VPN connection 
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c) Xll forwarding 
d) Remote Desktop Connection 
 

Answers to 1Z0-160 Exam Questions: 

QUESTION: 01 

Answer: c 

QUESTION: 02 

Answer: d 

QUESTION: 03 

Answer: a 

QUESTION: 04 

Answer: e 

QUESTION: 05 

Answer: c, e 

QUESTION: 06 

Answer: a, c 

QUESTION: 07 

Answer: b, c, d, f 

QUESTION: 08 

Answer: a, e 

QUESTION: 09 

Answer: c 

QUESTION: 10 

Answer: c, d 

 

 

Note: If you find any typo or data entry error in these sample questions, we request 
you to update us by commenting on this page or write an email on 

feedback@oraclestudy.com 

mailto:feedback@oraclestudy.com

